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Tuesday, February 06, 2007

Dear Honorable

One of the key methods to ensure integrity of our elections is citizen oversight of manual audits of election
results. Audits are effective to ensure integrity only where there is citizen oversight over the voting
process. We assert that while the identity of the voter who casts a specific ballot must be secret, the “vote
counts”, the manual audits, and the election records to verify the audits, should not be secret.!

Electronic voting machines were supposed to fix the problem of errors or fraud in elections. But consider
these revelations: the 18,000 missing votes in Sarasota FL in 2006"; the introduction of new voting
technology that many reputable scientists insist is flawed™; the decertification by the U.S. Election
Assistance Commission of Ciber Inc., the testing lab that certified a majority of US voting machines;" and
the conviction of Ohio election officials Jacqueline Maiden and Kathleen Dreamer for rigging the 2004
presidential recount.” Voters understandably want a full return to citizen oversight over the integrity of
elections, and manual audits are a key part of this oversight.

Votes are usually not tallied all at once, but in smaller groupings that are then added together. A “vote
count” is a group of ballots that are counted at one place and time. These vote counts are often loaded into
a database, from which the overall results are computed.

U.S. voting systems use a variety of types of vote counts including:

» Precinct or polling location vote counts (counted by precinct op-scan machines, by hand
counting, or by DRE voting machines), where each count is associated with all the paper
ballots or voter-verifiable paper records cast at a precinct or polling location, or

» DRE voting machine vote counts, where each vote count is associated with the voter-
verifiable paper records of ballots cast on one DRE voting machine, or

» Batches of ballots (counted by hand or by central count optical scan voting systems),
where each vote count is associated with a batch of ballots maintained as a group.

We believe it is critical to the integrity of elections for sufficient” manual counts of voter verifiable paper
ballots to occur, and for these audits to be done with citizen oversight by a separate and distinct group of
auditors*" using one of these methods:

1) Manual counts of 100% of all vote counts,"™ or

2) Manual counts of sufficient numbers of randomly selected vote counts
» as determined exactly using a program,™ or
» as looked up in a table (called a “tiered” audit),* or
» as estimated by a formula,* or

3) Manual counts of 10% of randomly sampled ballots of all vote counts "

Representative Rush Holt’s proposed “Voter Confidence and Increased Accessibility Act of 2007
(HR811) proposes a tiered audit*. However HR811’s tiers were not calculated to ensure a fixed high
probability of success.
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For example, over half the time HR811’s audit will not detect even one corrupt vote count (a vote count
with errors) whenever there are sufficient corrupt counts to alter an outcome for a US House race:

» with 440 precincts or less, and /2% or less margins between candidates, and many states do not
require any manual counts even when the margin between candidates is less than /2%, or

» with 400 precincts or less and a margin between candidates is a little over 1%, or

» with 300 precincts or less and a margin between candidates of about 2% to 3%.*

If the goal is to ensure the integrity of the election outcomes, then a minimum audit amount, not just an
audit percentage must be specified for particular margins between candidates.™ Improper or insufficient
audit procedures would leave federal races open to undetected problems, including vote fraud. Intuitively,
the closer the race, the easier it is to change the outcome of the race, and the more auditing is required to
ensure that the outcome of a race was not changed, regardless of how many total vote counts are involved.

We urge Congress to propose and support a bill requiring that

“federal elections are subjected to manual audits of sufficient voter verifiable paper ballots to provide
90% or better probability of detecting at least one corrupt vote count in the case that there were enough
corrupt vote counts to wrongly alter the election outcome”.

Independent audits may also be used to detect voter disenfranchisement if public release is required of
reports on such things as the number of registered and “active” voters assigned to each polling location, the
number of different ballot types and precincts, the number of voting machines allocated to each polling
location, equipment failure rates, under-votes, over-votes, uncounted ballots, absentee and provisional
ballot rates, supply shortages, maximum wait time for voting; and whether polls were open for the entire
voting period.

To assure the integrity of election outcomes, the manual counts must be timely, mathematically sufficient,
and then used to correct election results.*" To ensure election integrity, the audit process must involve
these steps:

* Commit the data before the audit. Publicly post all polling place vote counts on Election Day and
publicly release the vote counts for every race and ballot contest for each audited vote count, prior
to the random selection of the manual counts, so that the public can ascertain the correctness of the
original counts as compared to the manual recounts.

* Randomly select which vote counts or ballots are manually counted whenever fewer than 100% of
all vote counts are audited. Randomly assign auditors to each vote count audit.

* Make publicly available the election records used to verify all manual counts, including security
procedures, ballot-handling procedures, seals and records necessary to verify ballot integrity

* Permit the public to effectively view both the random selections of which vote counts to audit and
then all the manual counts.

¢ Election officials must take all actions needed to uncover the full extent of errors and to correct the
election results whenever vote miscount is detected,*" before the election results are made official.

Xix

Kathy Dopp of the National Election Data Archive and other experts** are available to testify or to speak
with members of your staff to explain the technical details involved in verifying election outcomes.
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Signatories:
Arizona

David L. Griscom, Ph.D., Fellow American Physical Society, Co-Founder of Americans United for
Democracy, Integrity, and Transparency in Elections (AUDIT) AZ, Member Election Defense Alliance,
3938 E Grant Rd #131, Tucson, AZ 85712-2559

Phil James, 13240 North 100th Avenue, Sun City, AZ 85351-2820, Chair of the Election Integrity Com-
mittee for Legislative District 9 of the Arizona Democratic Party

Ms. Surya-Patricia Lane Hood, 205 E. Ruth Avenue, #240, Phoenix, AZ 8§5020-3189
Susan Pitcairn, Founding Member of TruthinVoting.org, 1865 Gun Fury, Sedona Arizona 86336
California

Arthur Keller, Ph.D.; Co-Founder and Board Secretary, Open Voting Consortium; Precinct Inspector,
Santa Clara County, California; Researcher, Baskin School of Engineering, University of California,
Santa Cruz; 3881 Corina Way, Palo Alto, CA 94303

Mark Bartelt, Center for Advanced Computing Research, California Institute of Technology, Pasadena, CA
91125

Lisa Pease, Voting Activist, 3201 Overland Ave. #5138, Los Angeles, CA 90034
Sheldon Kadish, 14320 Addison Street, Apt. 213, Sherman Oaks, CA 91423-1841
Julie Rufo, Alameda Peace Network, 1357D Ballena Blvd, Alameda CA 94501
Deborah Lyons, 410 9th Street, Del Mar, CA 92014

Michele McKinley, 2017 Le Droit Drive, South Pasadena, CA 91030

Mary Pjerrou Huckaby, Greenwood Earth Alliance, P. O. Box 106, Elk, CA 95432
Steve Patton, 1595 Linda Mar Blvd., Pacifica, CA 94044

Maureen Brown, 1842 Stockton Street, San Francisco, CA 94133-2909

Rick Rosenberg, 2019 Mar Azul Way, Carlsbad, Calif 92009

Zeb Thomas, 565 Arastradero Rd Apt. 112, Palo Alto, CA 94306

Karen Ulring, Election Reform Committee of Democracy Action, Precinct Captain, 934 Page St, San Fran-
cisco, CA 94117

Dorothy Fadiman, Documentary Filmmaker, 1070 Colby Avenue, Menlo Park, CA 94025

Peggy O'Neill, 28243 W. Worcester Rd., Sun City, CA 92586

Marilyn Beebe-Mc Ateer, 8601 Appian Way, Los Angeles CA 90046

Greta Zeit, Backyard Garden Oasis B&B, PO Box 1760 24019 Hilderbrand Drive, Middletown, CA 95461
Kathleen Weaver, Poll Worker, 15490 Hwy 299W, Shasta, CA. 96087

Miguel Mufioz, 4210 Via Arbolada #226, Los Angeles, CA 90042

Anne Spanier, Member League of Women Voters, Executive Committee Member of Measure O Campaign
166 Basinside Way, Alameda, CA 94502
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Newton Wayland, Retired Music Conductor/Arranger/Composer/Pianist, 2970 Hidden Valley Lane, Santa
Barbara, CA 93110

Jim Soper, California Election Protection Network Member, 559 Pacific Ave, #26, San Francisco, CA
94133

George B. Kelly, 12 Cottonwood Drive, San Rafael, CA 94901

George Litto of George Litto Productions, Inc., 339 N. Orange Drive, Los Angeles, CA 90036
Susan K. Baritell, 4995 Canfield Rd., Petaluma, CA 94952

Judy Bertelsen, M.D., Ph.D., P.O. Box 2774, Berkeley, CA 94702

Susan Rowe, Chair, Madera County Democratic Party, Delegate, California Democratic Party, 28481
Copper Creek Drive, Coarsegold, CA 93614

Wendy Nelson, 413 North Ogden Drive, Los Angeles, CA 90036

Julia Craig. My address: 2337 Parker St. #7, Berkeley, CA 94704

Peter Newcome, 1118 Sir Francis Drake Blvd., Apt. 306, Kentfield, CA 94904

Julia E.A. Partansky, Former Mayor of Davis, California, 201 Guaymas Place, Davis, Ca. 95616
Joan Quinn, Member of Sacramento for Democracy, 415 Alhambra Blvd, Sacramaento, CA 95816
Susan Shawl, 326 63rd Street, Oakland, CA 94618

Ted Newman, California Election Protection Network Member, DFA-Marin member, Ohio Recount 2004
Volunteer, Grassroots for Debra Bowen Volunteer, 316 Deertrail Lane, Mill Valley, CA 94941-4011

Harold Lecar, Prof. of Biophysics, University of California Berkeley, Member of California Election
Protection Network, 1119 Grizzly Peak Blvd, Berkeley, CA 94708

Ann Kroeber, 2101 Sea Shell Drive, Richmond, CA 94804

Jone Manoogian, 759 Maplewood Place, Palo Alto, CA 94303-4752

Bruce Hodge, 3481 Janice Way, Palo Alto, CA 94303

Joseph Holder, 1370 Trailwood Ave., Manteca, CA 95336

Linda Carpenter Sexauer, 724 H Street, Petaluma, CA 94952

Valerie Johnson, 943 W. Santa Ana, Fresno, CA 93705

Stephen Sacks, 943 W. Santa Ana, Fresno, CA 93705

Marilee McLean and my address is 639 Santa Rosita, Solana Beach, CA 92075

Peter Newcome, California Election Protection Network - Marin County/California Chapter, 1118 Sir
Francis Drake Blvd. Apt. 306, Kentfield, CA 94904

Annie Bryant, 2613 Briarwood Dr, San Jose, CA 95125

Harland Harrison, 200 Davey Glen Rd #525, Belmont CA 94002

Natalie Burdick, 2433 28th St, Santa Monica, CA 90405

Melonie Magruder, 1111 N. Flores Street #1, West Hollywood, CA 90069

Lillian Laskin, Member of Los Angeles League of Women Voters, 3145 Coolidge Ave., L.A., CA 90066
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Kathleen D. Weaver, Poll Clerk, 15490 Hwy 299W, Shasta,CA. 96087

Colorado

Matt Snyder, 3532 smuggler Way, Boulder, CO 80305

R. Andy Bardwell, Ph.D., Bardwell Consulting, 4801 W. Yale Ave., Denver, CO 80219
Bob McGrath, Founder of Coloradoans for Voting Integrity (CFVI), Lakewood, CO
Geof Cahoon, Coordinator, Voter Initiative for Colorado (VICO), 1420 Elder Avenue, Boulder CO 80304
Mary C. Eberle, Voting Activist in Paper Tigers, 1520 Cress Court, Boulder, CO 80304
David Clifton, Embedded Software Engineer, 1515 Norwood Ave., Boulder CO, 80304
James P. Yakura, 2722 Inspiration Drive, Colorado Springs, CO 80917

Delaware

Susan Aitken, 602 Birmingham Ave., Wilmington, DE 19804

Florida

Maida W. Genser, 4950 E Sabal Palm Blvd, #109, Tamarac, FL. 33319-2600

George & Irene Radke, 4648 SW 38th Terr, Ft. Lauderdale, FL 33312-5412

Rosemarie Myerson, 1299 N. Tamiami Trail #521, Sarasota FL. 34236

Michael Verbil, Vice-President, IATSE Local 412, 4912 Seville Dr, Sarasota, FL 34235

Sara Case, Member of Broward Election Reform Coalition, Broward Independent Green Party,
851 Harrison Street, Hollywood, FL 33019

Robert Honeyman, 6300 NW 5" Way, Fort Lauderdale, FL 33309

Wendy E. Binnie, 10469 SW 85th Court, Ocala, F1. 34481

Steve Thomas, 7945 East Drive #101, Bayswater Condominiums, North Bay Village, FL 33141-3303
Paul S. Dopp, 8842 SW 204 Lane, Miami, FL 33189

D. H. Strong, Reliability Engineer, Bismark Road, Cocoa, FL 32927

Arlette Chew, 383 N. Atlantic Ave., Cocoa Beach, FL 32931

Georgia

Mrs. Aleta Payne, 55 Gimbal Circle, Port Wentworth GA 31407

Hawaii

Bonnie McFadden, 70 Olinda Road, Makawao, HI 96768

Ilinois

Deborah Leydig, 409 Three Lakes Rd, Barrington Hills, IL 60010-4001

Delphyne Woods, 7010 North Ashland Boulevard, Chicago, Illinois 60626

Ron Baiman, Ph.D., Loyola University Chicago, 205 S. Humphry Ave., Oak Park, IL 60302
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Indiana

Anne Bryant, 4491 Stones Crossing Road, Greenwood, Indiana 46143
Annette Seib, Retired Teacher, 1333 Twin Ponds Rd, Williams, IN 47470
Iowa

Robert D. Klauber, PhD., 1100 University Manor Dr, Fairfield, IA 52556
Andrea Smith, 501 West Merrill, Fairfield, IA 52556

Cynthia Ballou, 1406 Wonder Way, Fairfield, [A 52556

Kansas
Lester Loschky, 1933 Bluestem Terrace, Manhattan, KS 66502

Steve Carter, PhD, English, ESL Specialist, Wichita State U., 4410 E. 25th St. N., Wichita KS 67220-2552
Maryland

Richard Costanzo, Ph.D., 13508 Coachlamp Ln, Silver Spring, MD 20906

Raymond Mondor, 10114 Brunett Avenue, Silver Spring, MD 20901

Keith Berner, Democratic Chair, Precinct 13-09; President, Between the Creeks Neighborhood Assn., 7902
Flower Avenue, Takoma Park MD 20912

Nancy Ruberto-Beachler, 4701 Jasmine Dr, Rockville, MD 20853
Caryn McCardell, P.O. Box 215, Elk Mills, MD 21920

Massachusetts
Ruby S. Krouwer, 26 Parks Drive, Sherborn, MA 01770

Gwendolyn Atwood, 81 Conant Road, Lincoln, MA 01773

Ronald v Bosch, RN MPH, Member Mass Nurses Association, 41 Norwood Street, Greenfield MA 01301
Alan Frankel, 18 Upper Joclyn Ave., Framingham, MA 01701

Ronald A. Brumback, 36 Canterbury Drive, Sudbury, MA 01776

William Chirolas, MIT'65 (Math), Fellow of the Society of Actuaries, MAAA, EA, 199 Concord Street,
Newton, MA 02462

Michigan

Darcie Livingston, 23360 Westbury, St. Clair Shores, MI 48080

Froylan Torres, 7717 Fairlawn Ave., Jenison, MI 49428

Elizabeth Bangs, 16206 Pine Ridge Dr. N., Fraser, MI 48026

Theresa Russ, 2024 Beaufait, GPW MI 48236

Elizabeth Lucido — First Grade Teacher, 43712 Scaup Lane, Clinton Twp., MI 48038

Minnesota
Nancy Groves, 420 Burntside Dr, Golden Valley, MN 55422-5231

Ms. Mickey Shell, PO Box 775, Grand Marais MN 55604
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Wanda S. Ballentine, 1359 Chatterton Rd., Eagan, MN 55123-1482
Alain Wittman, 7501 Edgebrook Drive, St Louis Park, MN, 55426
Dave Nelson, 3621 E Minnehaha Pkwy, Minneapolis., MN 55417
Robert Young, 63810 Cree Trail, Wadena, Mn 56482

Missouri

Anne Sherwood, 5515 Wornall Road, Kansas City, MO. 64113
Nevada

Richard S. Rose, Master Chief Journalist, USN (Ret.), Author, MA, San Diego State, 7804 Briana Renee
Way, Ls Vegas, NV 89123

Will Christensen, National Chairman of Independent American Party, 679 Rancho Circle, Mesquite, NV
89027

New Hampshire

Nancy Tobi, Chair of Democracy for New Hampshire, DFNH Fair Elections Committee 28-31 James
Street, Milford, NH 03082

Eric Myers 380 Lafayette Rd 11-244 Seabrook, NH 03874

Gerhard Bedding, 8 Green Acres Rd., Keene, NH 03431

Jay Kuten, M.D., PO Box 2455, 5 Thorndike St., Concord, N.H. 03302

Susan Roon, PO Box 2455, 5 Thorndike St., Concord, N.H. 03302

Melvyn B. Schupack, MD., PO Box 546, 33 Webster Lane, Walpole, NH 03608

Ruth W. Craig, 3 Longwood Lane, West Lebanon, NH 03784

New Jersey

Rozalyn Sherman, 529 Rosecliff Court, Somerset, NJ 08873

K. McKinley, 1 Euclid Ave., Summit, NJ 07901

Janet Lin, 214 Deepdale Drive, Middletown, NJ 07748

New Mexico

Frederick Sawyer, 1012 Camino Anasazi, Santa Fe, NM 87505

Andrew Schmookler, Ph. D., 1855 Tramway Terrace Lp NE, Albuquerque, NM 87122
David Abram, Ph.D., Alliance for Wild Ethics, 1712 Canyon road, Santa Fe, NM 87501
B/Gen. George and Lisa Franzen, 13 Calle Pinon, Placitas, NM 87043

Carole M. Tashel, 6 Gavilan Place, Santa Fe, NM 87508

New York
Harriet Helman, 70 Juniper Avenue, Ronkonkoma, NY 11779

Richard Liguori, Retired Teacher, Adjunct Professor Hofstra U., 24 Squirrel Lane, Levittown, NY 11756

Marjorie Gersten, 50 Willow St., Brooklyn, NY 11201
7 3/13/2007



ElectionArchive.org
e ;

CASE "

Cictreon AlliAce B Secire Eleiuns

Stan Nadel, Professor of History, 387 Grand St, NY, NY 10002
Dennis P. McMahon, 2044 East 13th Street, #3B, Brooklyn, NY 11229

Wayne R. Stinson, Peacemakers of Schoharie County, Voting Integrity Project Coordinator, 108
Southmeadow Dr., Summit, NY 12175

Florindo Troncelliti, Adjunct Professor of Language and NYC Pollworker, 255 W. 108th Street #7B1,
NYC, NY 10025

Bridget and Richard Stinson, 3244 Betty Brook Rd., South Kortright, NY 13842
Lisa Tait, 4979 County Highway 6, New Kingston, NY 12459
Lydia Ryan, 87 Sal Bren Rd, Delhi NY 13753

Genevieve Christy, 445 Pacific Street, Brooklyn, NY 11217

Kate Galassi, 445 Pacific Street, Brooklyn, NY 11217

Beverly Braly, 5594 Co. Hwy. 12, E. Meredith, NY 13757

Kate Ryan; 87 Sal Bren Rd; Delhi NY 13753

Chris Saia, 22-72 35th St., Astoria, N.Y. 11105

Kathleen Doyle Address: 1201 CR 14, Rensselaer Falls, N.Y. 13680
North Carolina

Chuck Brodsky, PO Box 16009, Asheville NC 28816

Dina M. Leech, PhD, Environmental Sciences, University of North Carolina at Chapel Hill, 4800 Universi-
ty Drive, Apt 16, Durham, NC 27599

Lisa A. Sarinelli, 2020 Flushing Court, Charlotte, NC 28215

Ohio

Citizens Alliance for Secure Elections (CASE), Ohio, www.CaseOhio.org
C.S. Van Nostrand, 308 E. State Street, Athens, OH 45701

Andrea Studebaker, 116 1/2 Parsons Ave., Columbus, OH 43215

M. J. Herr, 1720 Cleveland Ave, Hamilton Ohio 45013

Phil Fry, Member of Citizens Alliance for Secure Elections OH, 5370 N. Elm Tree Rd, Conover, OH
45317-9622

Ken Champney, Publisher Emeritus, Yellow Springs News, 1035 East Hyde Road, Yellow Springs OH
45387

Peter H. Jones, Ph.D., Managing Director, Dialogic Design International, Board Member, Institute for 21st
Century Agoras, 4098 Wagner Rd., Dayton, Ohio 45440

Clyde Brown, Professor of Political Science, 613 David Drive, Oxford, OH 45056

Dr. Mandeep S. S. Gill, Research Postdoc in the Center for Cosmology and Particle Physics at OSU,
Physics Research Building, OSU, 191 W. Woodruff Ave, Columbus, OH 43210

8 3/13/2007


http://www.CaseOhio.org/

ElectionArchive.org
e ;

CASE "

Cictreon AlliAce B Secire Eleiuns

Oklahoma

Christine U. Howell, 217 Cedar Lane Sand Springs OK 74063

Oregon

Christine Cody, 2225 Floral Hill Drive, Eugene, OR 97403

William Powell, 3045 NE 62 Ave, Portland, OR 97213

Fiora Starchild-Wolf, 355 W 27th P1., Eugene, OR 97405

Bob Schlesinger, 4702 SW Scholls Ferry Rd, #305, Portland, OR 97225

Mary Lynn O'Brien MD, Former Chair of Stand for Children, 17444 Lake Haven Dr, Lake Oswego, OR
97035

Pennsylvania

Stephanie Frank Singer, Pennsylvania Election Transparency Project, Campaign Scientific LLC, 250 S.
17th St., #701, Philadelphia PA 19103

Patricia Cline, RN, PO Box 13, Dillsburg, PA 17019-0013

Stephanie Cline, PO Box 13, Dillsburg, PA 17019-0013

Roy E. Cline, PO Box 13, Dillsburg, PA 17019-0013

Arthur Newmark, M.D.; 1700 Sansom Street, Ste 400; Philadelphia, PA 19103

Marty B. O'Malley, Elected Member of Borough Council, Forest Hills Borough PA, 113 Sharon Drive
Pittsburgh PA 15221-4013

Louise R Koch, Elections Inspector, East Vincent Township, Chester County, PA, 394 Hallman Mill Road
Phoenixville, PA 19460

Dr. B. Quigley, 40 Spring Street, Weatherly, PA 18255

Vincent J. Salandria, 440 N. Broad Street, Law Dept. 3rd Floor, Philadelphia PA 19103

Rachel George, 2904 Perrysville Ave., Pittsburgh, PA 15214

Joseph Magid, Board Member of Grassroots for America, 411 Holly Lane, Wynnewood, PA 19096
Jay Sweeney, Member Green Party of Pennsylvania, RD2 Box 143B, Dalton, PA 18414

Jerry Policoff, 1115 Wheatland Avenue/G-3, Lancaster, Pa 17603

South Carolina

Susan Y. Smith, 121 Lakeshore Drive, Pawleys Island, SC 29585

Lisa A. Sarinelli, 2020 Flushing Court, Charlotte, NC 28215

Tennessee

Larry P. English, Information Quality Expert, Chair of Election Assessment Hearing Panel, Houston, 2005,
Co-Founder of the International Association of Information and Data Quality, INFORMATION IMPACT
International, Inc, 871 Nialta Ln., STE 100, Brentwood, TN 37027

Robert C. Warren, 1560 Stonegate Pass, Germantown, TN 38138-2017

Jeanette W. Warren, 1560 Stonegate Pass, Germantown, TN 38138-2017
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Cynthia Ann Warren, 1560 Stonegate Pass, Germantown, TN 38138-2017
Nancy Hurley, 5300 Shady Grove Rd., Memphis, TN 38120

Sharon G. Ritz, 7274 Mont Blanc Dr., Germantown, TN 38138

Mark Ledbetter, 794 Harbor Isle Cr. W., Memphis, TN 38103

Randall H. Chandler, 2252 Coathbridge Drive, Germantown Tn 38139-5432
Neeld Messler, Sr, Voting Senior Citizen Taxpayer, 403 Rolling Way, Signal Mountain, TN 37377
Patricia J. Parris, 757 Hawthorne Street, Memphis, TN 38107

Bertha Means, 9140 Anderton Springs Cove, Bartlett, TN 38133

Gerald Rosen, M. D., 6580 Quail Pte. Cir. No., Memphis, TN 38120

Becki Barnhardt, 3117 S. Wesley Ct., Memphis, TN 38119

Gerald Rosen, 6580 Quail Pte. Cir. No., Memphis, TN 38120

Susan Rosen, 6580 Quail Pte. Cir. No., Memphis, TN 38120

Texas
Laurie Harberson, 1483 Landfall Circle, Bartonville, TX 76226

Rochelle B. Ellison, 6517 Rolla, Houston, TX 77055

Marti Cockrell, 2814 Mintwood Place, Arlington, TX 76016

Ellen Cerda, 1704 Primrose Lane, Leander, Texas, 78641-8676
Sheryl Stiles, 402 Ruff Street, New Boston, TX 75570

Carolyn Shore Aresu, 6310 Main St., Houston, TX 77005

Naren L. Jackson, PhD, 1507 Wilshire Blvd., Arlington, Texas 76012
Larry Heath, 4323 Rambling Creek Drive, Arlington, Texas 76016
Ellen Cerda, 1704 Primrose Lane, Leander, Texas 78641-8676

Gail Weaver 3905 Rio Grande, Texarkana Texas 75503

Utah

Kathy Dopp, President of National Election Data Archive, 2605 Little Kate Rd., PO Box 682556, Park
City, UT 84068, 435-658-4657 kathy(@uscountvotes.org

Jerold N. Willmore, 225 'A" St., Salt Lake City, UT 84103

Louise Cofield, 790 E Dry Creek Rd., Sandy, UT 84094

Dennis J Lee, BSBA Accounting, 2665 Heritage Park Rd, Salt Lake City, UT 84118

Misty Fowler, 5581 Edgeberry Dr, Murray, UT 84123

Tom King, People for Peace and Justice of Utah, 7715 South 1300 West, West Jordan, UT 84084
Deanna Taylor, Desert Greens Green Party of Utah, 7715 South 1300 West, West Jordan, UT 84084
William Ohlsen, Professor of Physics, retired, 1224 Second Ave., Salt Lake City, UT 84103

10 3/13/2007


mailto:kathy@uscountvotes.org

ElectionArchive.org
e ;

CASE "

« |rf(nn'.lmﬁﬁ;!h;m.ﬁq

Sharon Christiansen, Vantage Court, P.O. Box 684116, Park City, UT 84068
Virginia

Deborah Conner, Cardinal Ridge, Rocky Mount, VA 24151

Ann Rogers, 6347 Back Creek Road, Boones Mill, VA 24065

Washington

Phyllis Huster, Executive Director of Count Paper Ballots, www.countpaperballots.com, Member of
Election Defense Alliance, Participant in the VoterGA lawsuit requiring auditability in GA Elections,
19314 SE 24th Way, Sammamish, WA 98075 phyllis@countpaperballots.com

Susan Massey, 10632 NE 12th Place, Bellevue, WA 98004
Jack Sylvester, 1208 SW 174th Place, Seattle, WA. 98166

Donna Ertel Riley, Precinct Committee Officer (PCO), Island County Democrats, Sandy Point Precinct,
4330 Meander Lane, Langley, Whidbey Island, WA 98260

Mary Pat DilLeva, 712 15th Avenue, Seattle, WA 98122
Monica Smiley 4527 N 8th Street Tacoma, WA 98406
Elizabeth Walter, 800 2nd Ave. N., Seattle, WA 98109
Wisconsin

Carolyn Morse 4415 N. Ardmore Ave., Shorewood, WI 53211
West Virginia

Robert Fisher, 1560 Greenbrier Drive, Huntington, WV 25704

11 3/13/2007


mailto:phyllis@countpaperballots.com
http://www.countpaperballots.com/

" Representative Rush Holt’s “Voter Confidence and Increased Accessibility Act of 20077, HR811, is a major
improvement over HR550. However, it does not provide for sufficient citizen oversight, so that the manual
audits could conceivably be manipulated without detection. Election records must be publicly available and the
public must be permitted to view the manual counts. Candidates cannot adequately judge the integrity of
their election outcomes when access to election records is lacking.

i “Questions remain in D-13 under-vote controversy” by Duane Marsteller Herald Staff Writer

http://www.bradenton.com/mld/bradenton/news/local/16538437.htm

iii “The Machinery of Democracy: Protecting Elections in an Electronic World” by Brennan Voting System
Security Task Force http://brennancenter.org/dynamic/subpages/download file 39288.pdf

¥ Ciber owners sold off their stock while the US EAC failed to publicly release the paperwork showing that
Ciber, which had federally tested a majority of US voting systems, was not following quality control procedures
and was not recertified. http://www.bradblog.com/?cat=159 or
http://www.opednews.com/articles/opedne_michael 070124 eac s 22new_york brot.htm

¥ 2 election workers convicted of rigging '04 presidential recount”, M.R. Kropko, Associated Press
http://www.ohio.com/mld/beaconjournal/news/state/16536269.htm

¥ Sufficient means that legislation must specify an exact confidence level of at least 50% or greater and
preferably of 99% or greater, for detecting at least one corrupt vote count if there were enough corruption to alter
an election outcome.

vi An independent funding source for auditors shall be used. Independent auditors could be extra poll workers;
volunteers appointed by political parties, candidates, or ballot issue organizers; accounting firms; or state audit-
ing offices. Auditors shall not include:

(a) any employees or elected officials from any election jurisdiction’s office

(b) any employees or elected officials from the state election office

(c) any employee or person affiliated with any voting system vendor or supplier

(d) anyone who maintains or has special access to the voting system that a voter would

not normally have, prior to, or during the auditable election

(e) persons who acted as election judges during the auditable election

Vil “The New Hampshire Election Procedure Manual: 2006-2007” describes two procedures for hand-counting.

See pp. 144-150 and pp.110-112 http://www.sos.nh.gov/FINAL%20EPM%208-30-2006.pdf
x “The Election Integrity Audit” Dopp and Stenger - gives a numerical program to exactly calculate election

audit amounts. http://electionarchive.org/ucvAnalysis/US/paper-audits/ElectionIntegrity Audit.pdf

“Random Auditing of E-Voting Systems: How Much is Enough?” gives an algorithm to calculate election audit

amounts. http://www.votetrustusa.org/pdfs/VTTF/EVEPAuditing.pdf
* “Tiered Election Audits” Dopp - allows easy look up of election audit amounts in a table

http://electionarchive.org/ucvAnalysis/US/paper-audits/FourTierAudit/TieredElectionAudits.pdf
% “On Estimating the Size of a Statistical Audit” Rivest — gives a formula to calculate the election audit amount.

http://theory.csail.mit.edu/%7Erivest/Rivest-OnEstimatingTheSizeOfA Statistical Audit.pdf
“How Big Should an Election Audit Be?”” Dopp — provides another explanation of the formula for calculating

election audit size. http://electionarchive.org/ucvAnalysis/US/paper-audits/ElectionAuditEstimator.pdf
*i “An End to Faith-Based Voting: Universal Precinct-based Handcount Sampling” O’Dell and Simon — a ballot

sampling method http://electiondefensealliance.org/files/UPSEndFaithBasedVoting.pdf

*it Rush Holt’s HR811 requires a 10% audit when the margin between leading candidates is under 1%; a 5%
audit if the margin between leading candidates is between 1% and 2%; and a 3% audit if margins between
leading candidates are over 2%.

¥ HR811 has loophole in Section 327 that exempts states from manual audits whenever there are state recounts.
Many states such as Utah and Florida have defined recounts such that little or no manual counts of voter
verifiable paper ballots are conducted; or such that the electronic vote counts are not publicly released so that
there is no comparison between the manual and electronic tallies; or such that fewer than the 10% of precincts
are manually counted, as required by the current HR811. This loophole would also permit states to avoid audits
by redefining when recounts occur and then defining recount procedures to avoid any meaningful manual
counts. We believe that the legislation should say that “States shall meet these minimum standards, but that
states are free to impose strictly tougher standards.” Lesser state recounts should not be exempt from these
requirements. (HR811 also seems to be under-funded because there are approximately 185,000 U.S. polling
places and all remedial locations would need both a ballot marking device that allows voters with disabilities to
verify their ballots and a precinct-based optical scan machine.)



http://electiondefensealliance.org/files/UPSEndFaithBasedVoting.pdf
http://electionarchive.org/ucvAnalysis/US/paper-audits/ElectionAuditEstimator.pdf
http://theory.csail.mit.edu/~rivest/Rivest-OnEstimatingTheSizeOfAStatisticalAudit.pdf
http://electionarchive.org/ucvAnalysis/US/paper-audits/FourTierAudit/TieredElectionAudits.pdf
http://www.votetrustusa.org/pdfs/VTTF/EVEPAuditing.pdf
http://electionarchive.org/ucvAnalysis/US/paper-audits/ElectionIntegrityAudit.pdf
http://www.sos.nh.gov/FINAL EPM 8-30-2006.pdf
http://www.ohio.com/mld/beaconjournal/news/state/16536269.htm
http://www.opednews.com/articles/opedne_michael__070124_eac_s__22new_york_brot.htm
http://www.bradblog.com/?cat=159
http://www.brennancenter.org/dynamic/subpages/download_file_38150.pdf
http://www.bradenton.com/mld/bradenton/news/local/16538437.htm

* Calculations are based on a 0.15% maximum wrongful vote shift per vote count. A free spreadsheet is
available for calculating election audit probabilities here:
http://electionarchive.org/ucvAnalysis/US/paper-audits/ThreeTierAudit/ThreeTierAuditHolt.xIs

~i See “Tiered Election Audits”
http://electionarchive.org/ucvAnalysis/US/paper-audits/FourTierAudit/TieredElectionAudits.pdf

~i The random selection method should be easily understood by the public. Some transparent methods for
randomly selecting vote counts are given by Cordero, Wagner, and Dill:
http://www.cs.berkeley.edu/~daw/papers/dice-wote06.pdf

il The voter-verifiable paper records shall be the true and correct record of the votes cast, except in the case
where evidence exists that indicates that the paper record has been tampered with or damaged, in which case, if
an outcome is in question, a court will decide.

*x “Experts are available who can provide details and answer questions regarding Recommendations for Federal
Legislation to Ensure the Integrity of our Democracy” http://electionarchive.org/ucvinfo/US/ExpertsList.pdf



http://electionarchive.org/ucvInfo/US/ExpertsList.pdf
http://www.cs.berkeley.edu/~daw/papers/dice-wote06.pdf
http://electionarchive.org/ucvAnalysis/US/paper-audits/FourTierAudit/TieredElectionAudits.pdf
http://electionarchive.org/ucvAnalysis/US/paper-audits/ThreeTierAudit/ThreeTierAuditHolt.xls

